MHCTpYKUMA ANnAa yaaneHHoro aoctyna K APM
yepes vpn.russianpost.ru
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[onyyeHne n Hactponka VPN KamneHTa.
3arpy3ntb VPN KAMEHT Bbl MOXKeTe MO CCblKe:

Ona Windows,

https://supportcenter.checkpoint.com/supportcenter/portal/role/supportcenterUser/page/default.psml/media-
type/html?action=portlets.DCFileAction&eventSubmit doGetdcdetails=&fileid=103038

Ona Mac,

https://supportcenter.checkpoint.com/supportcenter/portal/user/anon/page/default.psml/media-
type/html?action=portlets.DCFileAction&eventSubmit doGetdcdetails=&fileid=96032

YCTaHOBKa KineHTa Ha 1K

3anycTuTe cKavyaHHOE NPUNOXKEHME U CleayA MoaTeepamnTe paspeLleHme B OKHE KOHTPOA YYETHbIX
WMHCTPYKLUMAM MacTepa, NponsseguTe yCTaHOBKY 3anucemn, gns Yero HaxkmuTe «Ja».

KNneHTa Ha Baw [K. Ha aTane BbIbopa NPoOAYKTa,

0CTaBuTb Bbibop Ha Endpoint Security VPN.

#

KonTpons yuetreix 3anueei X
Client Products %

Choose a product to install

Pazpelntb 3TOMy NPUAOKEHUIO BHOCWTh

® tndpo W3MEeHeHWA Ha BalleM ycTpoiicTee?
terprise Grade Remote Access Client, including basic Endpoint
ures for Client

Endpoint Security VPN
E
Security Feat

e posi Mot I Xocr-npouece Windows (Rundll32)
ck Paint Mobil
Enterprise Grade Remote Access Client.

MNpoeepenHbii w3gatens: Microsoft Windows

(O secuRemote
Basic Remote Access Client, MoapoGHee

| Oa Her

Mocne 3aBeplUEHMA YCTAHOBKM NepesarpysmTe Komnbiotep
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HacTpoika napameTpoB NoAKAOYEHNA

1. Nocne nepesarpy3sku 3anyctute VPN KaneHt

M3 MmeHo «lTycK».

Check Point Endpoint Security VBN

3. Ecnm  paHee yxe 6bl10  HacTpoeHo Apyroe

2. [Mpwu nepsom 3anycke KJAMEHT NONPOCUT
cAenaTb NepBOHAYaIbHYH HAaCTPOMKY
noakntoyeHua. Haxkmumrte «Yes».

E_.‘. Check Point Endpoint Security K
@ No site is configured. Would you like to configure a new site?
ves || Mo

noaKnoyeHrMe, HeobxogMmo HaxKaTb  NpaBoi Connect
KHOMKOM Ha eNTblh 3aMOK BO3/e 4acoB (KAMEeHT Connect to...
checkpoint) n BbibpaTb BapuaHT Connect to... VPN Options

4. B Bblgatowem meHto BbibpaTb New site

Help

Show Client

Shutdown Client 9:48
21.03.2020

@& meul - [m} X

Ir

Endpoint Security" J&] Check Point

bt SOFTWARE TECHNOLOGIES LTD.

Site: [in.russianpost.ru - |

Authentication

Please enter your credentials:

5. BnpusetcTBEHHOM OKHe HaxkmuTe «Next». B £ site Wizard X
cnegytoulem OoKHe B noae Server address or -
N . t Welcome to the Site Wizard Q
ame BBEAUTE: vpn.russianpost.ru " A site is your gateway to network resources. !
Haxkmute «Next»; \J
To continue, fill in the required information and dick next.
Server address or Name: vpn.russianpostr.ru| I
[ pisplay name: vpn.russianpostr.ru
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6. [loABMTCA OKHO C NpeaynpexaeHvem O cepTUdUKaTe, B KOTOPOM | [ CheckPoint indpontsecury

HeobxoaMMo HaxaTb «Trust and Continue»; Endpoint Security JS1CheckPoint

v The site's security certificate is not trusted!

While verifying the site’s certificate. possible security risks were discovered.
‘Details’ for more information.

Details

Check Point Endpoint Security is connecting to site:
[R00-156-34-5ZDFM-CP13500 VPN Certficate ]

Which has the following fingerprint:
|RUE CODE 0AK VARY BUSH TOP ATE BILE HA BOSE MILT REEK ]

We strongly recommend that you contact your system administrator about these issues. By
clicking “Trust and Continue”, you confirm that you are aware of the risks and agree to
continue.

Trust and Continue Cancel

7. Haxxnmaem Next

_ __
(7 Site Wizard [

s Login Option Selection
Select your login sequence choice from the options set by wour ﬁd!n-i?'
|| Please select your preferred login option from the following list I
[l [standard (pefauit) |
i
i
[
[ Back | [ Mext [ Cancel J [ Help:

8. B OKHe BbIGOpa PeXX1Ma aBTOPU3aALMM, OCTABMB BbIGPAHHBIM MYHKT |
«Username Password», HaskaTb «Next» I oo

Select the authentication method to be used

&b

© username and Password
Cick if you use an account name and password.

Certificate
Clck if you use Hardware tokens or any other certficate type.

SecurlD
ik f you use RSA SearID.

Challenge Response
Click if you are required to provide different responses to a chalenge.

Secure Authentication API (SAA)
Click if you use third party authentication.

(oo [ mem ] (oo ][ o ]

9. TosapaenAto, HaCTPoWKa BbINoHEHa, HaxmuTe Finish 1 nepesarpysunte KomnbloTep.
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HO,EI,H/'IPOL{eHl/Ie K CeTH

Mocne nepesarpysku, 3anycTuTcs

KOTOpoM Heobxogumo ybeauTtbes, YTo B none Site
BBECTU JIOTUH M

BblOpaH «vpn.russianpost.ru»,

Nnapo/ib OT CBOEWN KOPNOPATUBHOM YY4ETHOM 3anncK B

none «Username» u©n «Password»,

«Connect» 1 00XKAAaTbCA YCNeLwWwHOoM aBTopu3aLmu.

BbinosHeHMe NOAK/TOYHEHNA K

y,ﬂ,afléHHON\y pa6oqelv\y cTony
Mocne nogkntoveHua K cetm no VPN, Bbl

KNUEHT,

B | & Twoul

Site: vpn.russianpost.ru

HaXaTb Gateway:

Authentication

Please enter your credentials:

r00-156--fw-cp26k-VPN-VS3 Y

m] X

Check Point’

SOFTWARE TECHNOLOGIES LTD.

Username: lpavel.sidorov

Password: Ioooooooooo]

Connect Cancel

Selected Login Option: Standard

CMOXeTe NOoAKNHYUTBCA K CBOEMY

paboyemy KOMMbIOTEPY C MOMOLLLbIO NPOrPaMmMbl YAANEHHOTO NOAKAOYEHUS.

Windows: B meHio «Myck» HaliTM M 3anycTuTb KaveHT «MogkaloueHune K

yAanéHHomy pabouemy ctony»,

MAC:

https://apps.apple.com/ru/app/microsoft-remote-desktop-

10/id1295203466?mt=12

B nossuBwemcs okHe B nosne «KomnbloTep» BBECTU UMA Komnbiomepd HaA
paboyem mecme (06a3amenvHo dobasus nocae umeHu.main.russianpost.ru)
Ha Balem paboyem mecTe B opuCe U HaxkaTb KHOMKY «MoAKAOUNTDY

B nosBMBLWIEMCA OKHEe HeobxoAMMO Balu
main\umsa none3o0eamesns) v Naponb.

KOPMOpaTUBHbIN /IOTMH (B BUAe

}\",

Help
Change Login Option Settings
Bce MpuAOXKeHUs DOKYMEHTBI 3NeKTPOHHal
Jlyuwee cooreercTaue
MoakntoueHmne K yaaneHHoMy
> pabouemy crony
Mpunoxexue
Mpunoxexus
5 Moaxnrounts >
Mapamerps!
I MMoakntouerue K 6ecnpoBosHOMY N
avcnneto
& CocrosHue cetn >
& MokasaTb AOCTYNHbIE CETU >
Mowuck B NiHTepHete
£ noaxntd]
% Re 21
| Remote Desktop

»¢) Connection

| ROOIBRAGIMOV main russianpost

~

Computer:

Username:  None specified

You will be asked for credentials when you connect
Connect

(' Show Dptions Help

Besonacsocrs Windows =)
Beeawte YYETHbBIE AdHHbIE
3T yueTHble AaHHbIe ByAyT HCNONL30BATECA NPH NOAKMIOHEHMN K
00sidorovpa.
|| [main\pavelsiderov |
i N
| esawe——y;_J
I Jower: main
[/ 32N0MHUTE yHETHEIE AaHHBIE
I
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Mpyv nepBOoM NOAKAIOYEHME, TOABUTCA YBEAOM/IEHME O MNPOBEPKM
cepTudmrKaTa, NOCTaBbTE rasiky Ha NyHKTe «bonblue He BbIBOAUTb 3anpoc O

NOAKNIOUYEHUAX K STOMY KOMMNbIOTEPY», U HaXkMuTe «a».

[anee, B OTKpbIBLIEMCA OKHE HEOBXOAMMO NPOM3BECTU BXOA B CUCTEMY, KaK
3TO NPOUCXOAMT Ha Balem paboyem MecTe, NYTEM Ha)KaTUA COYETaHMSA
Knasuw «Ctrl+Alt+End», c nocneayiowym BBOAOM Ballei KOPMOpPaTUBHOM
YYETHOM 3anucK 1 Haxkatnem «Enter»

Mo3gpasnsto, Bbl MOXKETe HayaTb paboTy co cBOMM KopriopaTuBHbIM APM.

B2 ToaxnioyeHue K yaaneHHoMy paBosemy crony F'Equ
~ He o
l\fl . Bt xomaTe: oK B

! moBom criyuae?

He ymanock NposepuTs NDANMHHOCTE YAANEHHOMD KOMMbIOTERa H3-33
rpoinem ¢ cepTudikaTtom GesonacHocTi. MpooomkeHne MoxeT BbiTe
HeGes0nacHsM.
Wma cepmamkata
5] Wmsa & ceprudikaTe oT yAaneHHOro KoMMsioTena
ROOSIDORCVPA main russianpost

Dumbicn cepdukaTa

TMpw NpoBEpKE CEpTMGRMKETA YAENEHHOMD KOMNboTEPa oBHapyxeHb!
Creayrowme ounbic

£, CepmukaT BiiAaH HE MMESIOWNM AOBEPUA LIBHTROM
cepTMgMICaLIM

Bl X0 THTE YCTEHOBMTE COBMMHEHWE HECMOTDR Ha 3TH OWHGKK
cepvdmkaTa?

|V |55onsiue He BRISDAMTE SANPOC 0 NOMCTINHEHMAX i 3TOMY KOMIbIDTEDY:

Mpocuworpems cepmemeat .| [ode ) [ e
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